
Cheat Sheet for comprehensive CIW Internet Business Associate 

Internet Business Concepts 

E-Commerce Models 

-   B2C (Business-to-Consumer): Businesses sell directly to consumers. 

• Example: Amazon selling books to individuals. 

-   B2B (Business-to-Business): Businesses sell products or services to other 

businesses. 

• Example: Intel selling processors to Dell. 

-   C2C (Consumer-to-Consumer): Consumers sell directly to other consumers. 

• Example: eBay where users sell to other users. 

-   C2B (Consumer-to-Business): Consumers sell products or services to businesses. 

• Example: Freelancers offering services on Upwork. 

E-Commerce Payment Systems 

-   Credit/Debit Cards: Most common payment method. 

• Example: Visa, MasterCard. 

-   Digital Wallets: Secure online payment systems. 

• Example: PayPal, Apple Pay. 

-   Cryptocurrencies: Digital currencies for secure transactions. 

• Example: Bitcoin, Ethereum. 

Internet Marketing 

SEO (Search Engine Optimization) 

-   On-Page SEO: Optimizing individual web pages. 

• Keywords in title tags, meta descriptions, and content. 

-   Off-Page SEO: Building backlinks from other websites. 

• Guest blogging, social media sharing. 



SEM (Search Engine Marketing) 

-   PPC (Pay-Per-Click): Advertisers pay each time a user clicks on their ad. 

• Example: Google Ads. 

-   AdWords: Google's PPC advertising platform. 

• Target specific keywords and demographics. 

Social Media Marketing 

-   Platforms: Facebook, Twitter, Instagram, LinkedIn. 

• Use relevant hashtags and engage with followers. 

-   Content Types: Posts, videos, stories, live streams. 

• Schedule posts for optimal engagement times. 

Web Security 

Common Threats 

-   Malware: Malicious software designed to harm systems. 

• Types: Viruses, Trojans, Ransomware. 

-   Phishing: Fraudulent attempts to obtain sensitive information. 

• Example: Fake emails requesting login credentials. 

Security Measures 

-   Firewalls: Protect networks by filtering incoming and outgoing traffic. 

• Types: Hardware, Software, Cloud-based. 

-   Encryption: Secure data transmission by converting it into a coded format. 

• Example: SSL/TLS for secure web browsing. 

-   Two-Factor Authentication (2FA): Adds an extra layer of security. 

• Example: SMS code verification. 

Web Technologies 

HTML (HyperText Markup Language) 

-   Basic Structure: 

  <!DOCTYPE html> 

  <html> 



  <head> 

      <title>Page Title</title> 

  </head> 

  <body> 

      <h1>My First Heading</h1> 

      <p>My first paragraph.</p> 

  </body> 

  </html> 

 

-   Common Tags: 

• `<h1>` to `<h6>`: Headings. 

• `<p>`: Paragraphs. 

• `<a>`: Links. 

• `<img>`: Images. 

CSS (Cascading Style Sheets) 

-   Selectors: 

• Element: `p { color: blue; }` 

• Class: `.my-class { font-size: 16px; }` 

• ID: `#my-id { background-color: yellow; }` 

-   Box Model: 

• Content, Padding, Border, Margin. 

JavaScript 

-   Basic Syntax: 

  var x = 5; 

  var y = 10; 

  var sum = x + y; 

  console.log(sum); 

 

-   DOM Manipulation: 

• `document.getElementById('myId')` 

• `document.querySelector('.myClass')` 

E-Commerce Platforms 

Popular Platforms 

-   Shopify: Easy-to-use, customizable storefronts. 



• Example: Small businesses selling handmade goods. 

-   Magento: Open-source, highly customizable. 

• Example: Large enterprises with complex needs. 

-   WooCommerce: WordPress plugin for e-commerce. 

• Example: Bloggers adding an online store. 

Key Features 

-   Product Management: Add, edit, and categorize products. 

-   Payment Gateways: Integrate multiple payment options. 

-   Shipping Options: Configure shipping rates and methods. 

Legal and Ethical Issues 

Privacy Policies 

-   Purpose: Inform users about data collection and usage. 

• Include types of data collected, how it's used, and user rights. 

-   Compliance: Adhere to GDPR, CCPA, and other regulations. 

Intellectual Property 

-   Copyright: Protects original works. 

• Example: Text, images, music. 

-   Trademarks: Protects brand names and logos. 

• Example: Nike's "Swoosh" logo. 

-   Patents: Protects inventions and processes. 

• Example: Apple's iPhone design. 

Web Analytics 

Tools 

-   Google Analytics: Tracks website traffic and user behavior. 

• Key Metrics: Pageviews, Bounce Rate, Conversion Rate. 

-   Heatmaps: Visualize user interactions. 

• Example: Hotjar showing where users click. 



Key Metrics 

-   Bounce Rate: Percentage of visitors who leave after viewing one page. 

-   Conversion Rate: Percentage of visitors completing a desired action. 

-   Average Session Duration: Average time spent on the site. 

Conclusion 

-   Continuous Learning: Stay updated with the latest trends and technologies. 

-   Best Practices: Follow SEO, security, and ethical guidelines. 

-   Tools and Resources: Utilize web analytics and e-commerce platforms effectively. 

This cheat sheet provides a comprehensive overview of the essential concepts, tools, and 

practices for the CIW Internet Business Associate certification. 
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