Cheat Sheet for comprehensive CIW Web Security Specialist
Network Security Fundamentals

Network Topologies
- Bus Topology: All devices connected to a single cable.

- Star Topology: All devices connected to a central hub or switch.

- Ring Topology: Devices connected in a circular fashion.

Mesh Topology: Each device connected to every other device.

Network Devices
- Router: Connects multiple networks and routes data packets.

- Switch: Connects devices within a network, forwarding data only to the intended
recipient.

- Hub: Connects devices, broadcasting data to all connected devices.
- Firewall: Monitors and controls incoming and outgoing network traffic.

Network Protocols

- TCP/IP: Transmission Control Protocol/Internet Protocol.
- HTTP/HTTPS: HyperText Transfer Protocol (Secure).

- FTP/SFTP: File Transfer Protocol (Secure).

- DNS: Domain Name System.

- SMTP: Simple Mail Transfer Protocol.

Cryptography

Encryption Types
- Symmetric Encryption: Same key for encryption and decryption.

- Examples: AES, DES, 3DES.
- Asymmetric Encryption: Different keys for encryption and decryption.

- Examples: RSA, ECC.



Hashing
- Purpose: Ensures data integrity.

- Algorithms: MD5, SHA-1, SHA-256.

Digital Signatures
- Purpose: Authenticates sender and ensures data integrity.

- Process: Hash the data, encrypt the hash with the sender's private key.
Authentication and Authorization

Authentication Methods
- Password-Based: User ID and password.

- Multi-Factor Authentication (MFA): Combines two or more authentication factors.
- Biometric: Fingerprint, retina, facial recognition.

Authorization Models
- Role-Based Access Control (RBAC): Access based on roles.

- Attribute-Based Access Control (ABAC): Access based on attributes.
- Discretionary Access Control (DAC): Owner decides access.
Web Application Security

Common Vulnerabilities
- SQL Injection: Injecting SQL commands into input fields.

- Cross-Site Scripting (XSS): Injecting malicious scripts into web pages.
- Cross-Site Request Forgery (CSRF): Forcing users to execute unwanted actions.

Security Best Practices
- Input Validation: Sanitize and validate all user inputs.

- Secure Coding: Follow secure coding standards (OWASP).
- Regular Updates: Keep software and frameworks updated.
Security Policies and Procedures

Security Policies

- Acceptable Use Policy (AUP): Defines acceptable and unacceptable use of IT
resources.



- Password Policy: Guidelines for creating and managing passwords.
- Data Classification: Classify data based on sensitivity.

Incident Response
- Preparation: Develop an incident response plan.

- Detection and Analysis: Identify and analyze security incidents.
- Containment: Limit the impact of the incident.

- Eradication: Remove the root cause of the incident.

- Recovery: Restore affected systems.

- Lessons Learned: Review and improve the response process.
Security Tools and Technologies

Firewalls
- Types: Packet-filtering, stateful inspection, next-generation.

- Configuration: Define rules to allow or deny traffic.

Intrusion Detection Systems (IDS)
- Types: Network-based, host-based.

- Purpose: Detects and alerts on suspicious activities.

Intrusion Prevention Systems (IPS)
- Purpose: Detects and prevents suspicious activities in real-time.

Security Information and Event Management (SIEM)
- Purpose: Collects and analyzes security events for monitoring and reporting.

Legal and Ethical Issues

Privacy Laws
- GDPR: General Data Protection Regulation (EU).

- CCPA: California Consumer Privacy Act.
- HIPAA: Health Insurance Portability and Accountability Act (USA).

Ethical Considerations
- Confidentiality: Protect sensitive information.

- Integrity: Ensure data accuracy and reliability.



- Availability: Ensure systems and data are accessible when needed.

Practical Tips and Tricks

Password Management

- Use Strong Passwords: Combination of letters, numbers, and symbols.

- Password Managers: Tools like LastPass, 1Password.
- Regular Updates: Change passwords periodically.

Secure Browsing
- Use HTTPS: Ensure websites use HTTPS.

- Ad Blockers: Block malicious ads.

- VPN: Use a Virtual Private Network for secure browsing.

Backup Strategies
- Regular Backups: Schedule regular backups.

- Offsite Storage: Store backups in a different location.
- Test Restores: Regularly test backup restoration.
Example Scenarios

SQL Injection Prevention
-—- Bad Example

SELECT * FROM users WHERE username = 'Susername'

'Spassword"';

-—- Good Example

AND password

SELECT * FROM users WHERE username = ? AND password =

XSS Prevention

<!-- Bad Example -->

<div>Welcome, <?php echo $ GET['username']; ?></div>
<!-- Good Example -->

<div>Welcome, <?php echo htmlspecialchars($_GET['username'],

ENT QUOTES, 'UTF-8'); ?></div>

2.
S



CSRF Prevention
<!-- Use CSRF Tokens -->
<form action="/submit" method="POST">
<input type="hidden" name="csrf token" value="<?php echo
$ SESSION['csrf token']; ?>">
<!-- Other form fields -->
</form>

Summary
- Network Security: Understand network topologies, devices, and protocols.

- Cryptography: Learn encryption, hashing, and digital signatures.

- Authentication/Authorization: Implement strong authentication and authorization
models.

- Web Application Security: Prevent common vulnerabilities.

- Policies/Procedures: Develop and enforce security policies.

- Tools/Technologies: Use firewalls, IDS/IPS, and SIEM.

- Legal /Ethical: Comply with privacy laws and ethical standards.

- Practical Tips: Manage passwords, secure browsing, and backup strategies.

This cheat sheet provides a comprehensive overview of essential concepts and practices for
the CIW Web Security Specialist certification.
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