Cheat Sheet for comprehensive CompTIA IT Fundamentals (ITF+)

Hardware Components
- Central Processing Unit (CPU)

- Function: Executes instructions from software.
- Key Specs: Clock speed (GHz), number of cores, cache size.

- Cooling: Fans, heat sinks, liquid cooling.

Memory (RAM)
- Function: Temporary storage for data and programs.
- Types: DDR3, DDR4, DDR5.
- Capacity: Measured in GB (e.g.,, 8GB, 16GB).
- Storage Devices
- HDD: Magnetic disks, slower but higher capacity.
- SSD: Flash memory, faster but lower capacity.
- NVMe: PCle-based SSDs, ultra-fast.
- Motherboard
- Function: Connects all hardware components.
- Key Features: Form factor (ATX, Micro-ATX), chipset, expansion slots.
- Power Supply Unit (PSU)
- Function: Provides power to all components.
- Key Specs: Wattage (e.g., 500W, 750W), efficiency (80+).

Peripheral Devices
- Input Devices

- Keyboard: Mechanical, membrane, ergonomic.

- Mouse: Wired, wireless, gaming.



- Scanner: Flatbed, handheld, document.
- Output Devices
- Monitor: LCD, LED, OLED, resolution (e.g., 1920x1080).
- Printer: Inkjet, laser, multifunction.
- Speakers: 2.0, 2.1, 5.1 surround sound.
- Networking Devices
- Router: Connects multiple devices to the internet.
- Switch: Connects devices within a local network.
- Modem: Converts digital data to analog signals for transmission.

Software Basics
- Operating Systems

- Windows: Versions (10, 11), features (Cortana, Windows Defender).
- macO0S: Versions (Big Sur, Monterey), features (Siri, FileVault).
- Linux: Distributions (Ubuntu, Fedora), command-line interface.
- Software Types
- System Software: 0S, drivers, firmware.
- Application Software: Word processors, browsers, media players.
- Utility Software: Antivirus, disk defragmenters, backup tools.
- Software Installation
- Windows: .exe files, Windows Store.
- macO0S: .dmg files, App Store.
- Linux: Package managers (apt, yum), .deb, .rpm files.

Networking Concepts

- Network Types
- LAN: Local Area Network, small geographical area.

- WAN: Wide Area Network, large geographical area.



- WLAN: Wireless Local Area Network.
- Network Topologies
- Star: Central hub, easy to manage, single point of failure.
- Bus: Single backbone, simple, limited scalability.
- Mesh: Multiple connections, high redundancy, complex.
- IP Addressing
- IPv4: 32-bit address (e.g, 192.168.1.1).
- IPv6: 128-bit address (e.g., 2001:0db8:85a3:0000:0000:8a2e:0370:7334).
- Subnet Mask: Defines network and host portions (e.g., 255.255.255.0).

Security Basics
- Authentication Methods

- Passwords: Alphanumeric, complexity requirements.
- Biometrics: Fingerprint, facial recognition, iris scan.
- Multi-Factor Authentication (MFA): Combines two or more methods.
- Encryption
- Symmetric: Single key for encryption and decryption.
- Asymmetric: Public and private keys.
- Protocols: SSL/TLS, VPN.
- Common Threats
- Malware: Viruses, worms, ransomware.
- Phishing: Fake emails, websites.
- Social Engineering: Manipulation to gain access.

Troubleshooting Techniques
- Basic Steps

- Identify the Problem: Symptoms, error messages.

- Gather Information: Logs, user reports, system status.



- Test Hypotheses: Isolate and test potential causes.
- Implement Solutions: Apply fixes, update software, replace hardware.
- Verify: Ensure the problem is resolved.
- Common Issues
- Blue Screen of Death (BSOD): Windows crash, check error code.
- No Boot: Check power, cables, BIOS settings.
- Slow Performance: Check RAM, disk space, running processes.

Command-Line Basics
- Windows Command Prompt

- dir: List directory contents.

- ipconfig: Display network configuration.
- ping: Test network connectivity.

- tasklist: List running processes.

Linux Terminal

- Is: List directory contents.

ifconfig: Display network configuration.

- ping: Test network connectivity.

ps: List running processes.

Virtualization and Cloud Computing
- Virtualization

- Hypervisor: Manages virtual machines (VMs).

- Types: Type 1 (bare-metal), Type 2 (hosted).

- Benefits: Resource efficiency, flexibility, isolation.
- Cloud Computing

- Types: 1aaS, Paas, SaaS.

- Deployment Models: Public, Private, Hybrid.



- Benefits: Scalability, cost-efficiency, accessibility.

Data Management
- Data Storage

- File Systems: NTFS, FAT32, exFAT, ext4.

- Backup Methods: Full, incremental, differential.

- Data Recovery: Tools (EaseUS, Recuva), techniques (file recovery, disk cloning).
- Data Security

- Encryption: Full Disk Encryption (FDE), File-Level Encryption.

- Access Control: Permissions, user roles, auditing.

- Data Integrity: Checksums, hashing algorithms.

Mobile Devices
- Operating Systems

- 10S: Versions (14, 15), features (Face ID, Siri).

- Android: Versions (11, 12), features (Google Assistant, Material You).
- Security

- Passwords: Screen lock, biometrics.

- App Permissions: Control access to data and hardware.

- Updates: Regular OS and app updates.

Ethical and Professional Conduct
- Code of Ethics

- Confidentiality: Protect user data.

- Integrity: Ensure accuracy and reliability.

- Respect: Treat users and colleagues with respect.
- Best Practices

- Documentation: Keep detailed records of work.

- Communication: Clearly communicate with users and team members.



- Continuous Learning: Stay updated with industry trends and technologies.

Examples and Shortcuts
- Windows Shortcuts

- Ctrl + C: Copy
- Ctrl + V: Paste
- Ctrl + Z: Undo
- Win + D: Show desktop

Linux Shortcuts

- Ctrl + C: Terminate process

- Ctrl + Z: Suspend process

- Ctrl + L: Clear screen

- Tab: Auto-complete command

macOS Shortcuts

- Cmd + C: Copy
- Cmd + V: Paste

- Cmd + Z: Undo

Cmd + Space: Spotlight search

Summary
Key Takeaways

e Understand hardware components and their functions.

e Know the basics of networking, security, and troubleshooting.

e Familiarize with command-line tools and virtualization concepts.
e Practice ethical and professional conduct in IT environments.

Resources

- Books: "CompTIA IT Fundamentals All-in-One Exam Guide"
- Online Courses: CompTIA IT Fundamentals+ (ITF+) Certification Training

- Practice Exams: CompTIA IT Fundamentals+ (ITF+) Practice Tests
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